" PUTTY Key Generator

File Gonversions  Help
Ke Generate key pair

N SSH-1key (RSA)
2 El SSH-2 RSA key
SSH-2 DSA key
SSH-2 ECDSA key
SSH-2 EdDSA key

3 E Use probable primes (fast)
Use proven primes (slower)
Use proven primes with even distribution (slowest)
Use "strong” primes as RSA key factors

Ac Parameters for saving key files...

4@ Show fingerprint as SHA256
Show fingerprint as MD5

Save the generated key Save public key

Parameters

Type of key to generate:
(@ RSA ()DSA (JECDSA () EdDSA

Number of bits in a generated key:

Generate
Load

Save private key

() SSH-1 (RSA)

t0gs |




& PUTTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa AAAAB3NzaClyc2EAAAADACABAAACAQCOK4i6xfG17LXkHCE7ThKGbGiYLcgJQVallSr ~
+HKI/5hpmKo1XB/JIgu1rD3Y84DemUuvJ7Scp2kgBAYDpl2cgdfFzC4 TuertvbNS qw
+9VgD/WadyEg7VmmITVIicif386biflhn+39WYX1Q16RaXx0F2+mjtaHjOWZRASBP4nYlydNQrX7eCy JeAFmzm2bLtPzJ
+R1FkY4QZARRCcocpk/cad4MyKcoSBUVWPhBItS 7r5vMBov1to YA TkploO5IW Tb74E+30ONFKGMirEbDBpu

+mqOr1PIJHVA+dmNacY/9no/77dynCiAh/xekPTobLMoG2+imlzgGAzgFkaM2HQjNNtbgv/oFN8TV28S v
Key fingerprint |ssh-rsa 4096 SHA256:dXY 05COPkhGAwrhpKivwlgABrmMNEZGjAId+J/WkZKM |
Key comment |rsa-key-20210511 |
Key passphrase: I!"nn I |
|

Confirm passphrase: Illlllll by R

Actions \

Generate a public/private key pair wpisujemy 2x haslo Generate
Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(@ RSA (JIDSA (JECDSA () EdDSA () SSH-1(RSA)

MNumber of bits in a generated key: wpisujemy 4096 ——BI“'D% I




& PulTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa AAAAB3INzaClyc2EAAAADACABAAACAQCOK4j6xAG17LXKkHCE7 ThKGbGiYLecgJQVallSr

+HKI/5ShpmKo1XB/JI8u1rD3Y84DemUuvJ7Scp2kgBAYDpl2cg4fFzC4 TuertvbNSqw
+9VgD/VadyEg7VmmiITVIIcif3g6bifihn+39WYX1Q16RaXx0F 2+mjtaHjOWZRASEP4nYlydN QrX7e Cy Je AFmzm2bLtPz)

+R1FkY4QZARRCcocpk/cadNyKcoSBUVWPhBIS 7r5vMBov1to YA TkpOlo O5IW Tb 74E+3ONFKGMIrEBDE pu
+mqQr1PlJHVA+dmNacY /9no/77dynCiAhfxekP TobLMoG2+imlzqGAzgFkaM2HQjNNtbgv/oFNE 7V28S

| ssh-rsa 4096 SHA256:dXY o5COPkhGAwmhpKivwlgABrmNEZGjAid+JWkZkM

Key fingerprint:

Key comment: |rsa—ke y-20210511

Key passphrase: |uu-u

Confirm passphrase: |--o....|

Actions

Generate a public/private key pair Khikamy —_BI Generate

Load

Load an existing private key file
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

() EdDSA () 85H-1 (RSA)

@RSA (DSA

Number of bits in a generated key:




& PulTY Key Generator
Eile Key Conyersions Help

Key

Please generate some randomness by moving the mouse over the blank area.

poruszamy myszka, az 2x wypelnimy zielonym paskiem pole

Actions
Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
RSA DSA SS5H-1 (RSA)

MNumber of bits in a generated key: 4096




" PUTTY Key Generator

File Key Conyersions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa AAAAB3NzaClyc2ZEAAAADACABAAACAQCYWhVENTDIWFuOFM3JKE0QyhE2CqgiphizvdJed0yxX//|
+MIZXyVIJBSIQE aYDjkjILBP 1ZGitwE p PMiNFIal9cnSHEleSiBAyCiVBzm3szy/yuZ 4VFelcjiPryMgxwiggABoyfL GW 7vzX| G|
HxGHwb21AV2IT eDkAJY cvR 7s AxtFD TISF 7pACcnp5+IVIWMO3e TKxUftKEzH5S bEIVINMyv S OogsNmyBbCYUasbICkLsHm

3KVwiaXdWOhjNKE6ZICABCULF pgo0RMIg7r7zwm3T1o+vUB0NnAy/ OkikkaqYfz4HWW 1xX]
+ahZ0aquldTcDZavZ037b4an|EZzVdrUJDzgmTFaeqgoFkls+HRcIMBRIAGLsaUMuB78TMo6pMILOfigywlJOOUGRI

Key fingerprint: | ssh-rsa 4096 SHA256:Qk7aATxBogj/8i2YyIBgiy TPRRJ3JAgImbip3ZXtPc |
Key comment | rsa-key-20210511 |
Key passphrase: | |

Confirm passphrase: |

Actions
Generate a public/private key pair | Generate |
Load an existing private key file Load
Save the generated key Klikamy _BI Save public key N I Save private key
Parameters

Type of key to generate:
@ RSA ()DSA (JECDSA () EdDSA () SSH-1 (RSA)

Number of bits in a generated key: |409-6




Save public key as:

B

T » Ten komputer » Dysk lokalny (D) »

TEST O

File Key Conversions Organizuj ~ Nowy folder
Ea
Key ¥ Obiekty 31 ™ Nazwa Data modyfikagji Typ Rozmiar
Public key for pasting in = Obrazy - - - -
=sh-rsa AAAABINZAC || pub_key 11.05.2021 11:16 Plik 1
+MiZXyVIJBSIQEaYD] ¥ Pobrane
HxGHwb21fV2ITelDkA i
IKVwiaXdWOhjNKEZ3( B Pulpit
+aNZQaquJldTcDZavs E Wideo
Key fingerprint: [ & Dysk lokal
-
K t
St I - Dysklokal v < >
Key passphrase:
— [ Nazwa pliku: | pub keyﬁ 1. podajemy nazwe klucza v
Confirm passphrase: [ -
Zapisz jako typ: |All Files (*.5) w
Actions
Generate a public/priva 2. klikamy Zapisz : -

Load an existing privatq

Save the generated key |

Save public key

| Save private key

Parameters

Type of key to generate:
@®RSA (O psA

MNumber of bits in a generated key:

()ECDSA

(O EdDSA

() s5H1 (RSA)




" PUTTY Key Generator

File Key Conyersions Help

Key

Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa AAAAB3NzaClyc2EAAAADACABAAACAQCYWHVENTDIWFuOFMIJKEOQyhER2CqqlpNfzvdJeS0yXX|/ ~
+MiZXyV3JESiI0EaY DikjILBP 1fZGitwEp 7MANFlal9cnSHJIe3iBAYCiVEzmIszy/yuZ4VF elcjiP rY MgxwtggAGoyL GW 7vzXjG
HxGHwb21f/2ITelDkA]Y evR7s AdF D TI9F 7pACenps+WVWMO3e T KxUfiKEzH5SbEIVINMvS 0 ogsNmy8bCY UasbICkLsHm

3KVwiaXdWDOhjNKEZ9CAGCULF pqolRMq7r7zwm31o+vUE0nAy/OkiKkg Y fz4HWW 1xX
+aNZOaquldTcDZavZ037b4an||EZzVdrUJDzgmTFaeqgoFkls+HReIMBRJAGLsaUMuB78 TMoGpMILOfigywUOOUGRI - v

Key fingerprint: |ssh-rsa 4096 SHAZ256:Qk7aATxBog)/8i2YyIBgiy TPRRJM3JAgIMbip3ZXtPc |
Key comment |rsa—key-20210511 |
Key passphrase: |""ou |

Confirm passphrase: |oooo...

Actions
Generate a public/private key pair Generate
Load an existing private key file }_.oad
Save the generated key E Save public key Save private key . |
2

Parameters klikamy

Type of key to generate:
@ RSA (IDSA {JECDSA (EdDSA () 8SH-1(RSA)

Number of bits in a generated key:



B? PuTTY Key Generator ? x

Eile Key Conversions Help

& Save private key as:

T > Ten komputer > Dysk lokalny (D:) > TEST v O & Przeszukaj: TEST
Organizuj ~ Nowy folder = - ®
el
~P Obiekty 31 ™ Nazwa Data modyfikacji Typ Rozmiar
=] Obrazy )
Zadne elementy nie pasujg do kryteriow wyszukiwania.
¥ Pobrane
H Pulpit
B wideo
& . Dysk lokal
~. Dysklokalv < 2
Nazwa pliku: | priv Q——L podajemy nazwe klucza w
Zapisz jako typ: PuTﬁ" Private Key Files (*.ppk) b4

2. klikam : [ :
A Ukyj foldery Iy e T T
[ |

_ = 2 il |




" PUTTY Key Generator
File Key

Conversions
1

Key Import key

Help

W'ﬂ_&wﬂ: OpenSSH key
ssh-rsa

“MiZXy
HxGHw Export ssh.com key

Export OpenSSH key (force new file format)

KVWiaAuY UIJINRDL I ADL UL PUUURIVIG T 72WIND TorvuounAyokiney 1 iz4HWW TxX
+aNZOaquldTcDZavZ037b4an||EZzVdrUJDzgmTFaeqgoFkls+HRcIMBRJAGLsaUMuB78 TMobpMILDfigywlUOOUGRI - v

FMIJKE0QyhELRCaglpMizvdJeS0yxX|f ”~
n3szyfyuZ4VFelc)iPrYMgrwtgghABoyfL GW TvzX|G
ZzHSSbEIVINMvS0ogsNmy8bCYUasblCkLsHm

Key fingerprint: |ssh-rsa 4096 SHAZ256:Qk7aATxBog)/8i2YyIBgiy TPRRJM3JAGIMbip3ZXtPe |
Key comment |rsa—key-20210511 |
Key passphrase: |""ou |

Confirm passphrase: |!O-----

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
@RsA ODsA

MNumber of bits in a generated key:

Generate
Load
Save public key ; Save private key i
(O EdDSA () SSH-1(RSA)




Eile Key Conversions Help
Key
Public key forp & Save private key as:
ssh-rsa AAAA
+MiZXyV9.J8Si 5
L £ | > Tenkomputer > Dysklokalny (D)) > TEST v | O | P Przeszukaj: TEST
3KVwiaXdWih
sebitiagykl) Organizuj > Nowy folder 0
Key fingerprint: 7=
_J Obiekty 31 ™ Nazwa Data modyfikacji Typ Rozmiar
Key comment: i s
iy g ey B priv.ppk 11.05.2021 11:35 PUTTY Private Key ... 3
¥ Pobrane [ pub_key 11.05.2021 11:32 Plik 1
Confirm passpH "
B Pulpit
Actions i Widea
Generate a pul & Dysk lokal
E
Load an existin . Dysklokal v < >
< ki T O
Save the gener Nazwa pliku: openSSeryi ﬂ nazwa Klucza w formacie Upenooi &
Parameters Zapisz jako typ: | Al Files (%.%) v
Type ofkey to
@RSA
Number of bits |~ Ukryj foldery Anuluj




DATEST

Plik Narzedzia gtowne Udostepnianie Widok
* 1 & Wytnij | X . I % Nowy element ~ @ E‘.Q otworz HH Za;
! W] Kopiuj sciezke o ] tatwy dostep ~ Edytuj 55 i
Przypnij do paska Kopiuj Wkle] . Az Przenies Kopiuj Usufi  Zmief Nowy Wiasciwosai 4
Szybki dostep (] widej skrot do do =7 nazwe  folder = @ Historia e
Schowek Organizowanie Nowy Otwieranie .
« v 4 > Ten komputer > Dysk lokalny (D:) * TEST
W Ten kompute o Nazwa Data modyfikacji Typ Rozmiar
| Dokumenty D open5SHkey 11.05.2021 11:39 Plik 4 KB
D Muzyka priv.ppk 11.05.2021 11:35 PUTTY Private Key ... 3 KB
P Obiekty 3D [ pub_key 11.05.2021 11:32 Plik 1KB
= Obrazy
¥ Pobrane Ten plik wysylamy, reszte zachowujemy.
. priv.ppk bedzie potrzebny do polaczenia poprzez SSH.
I Pulpit
B wideo




